Reality Check

NATO’s Ambitious Response
to the Proliferation of
Weapons of Mass Destruction

Col Guy B. Roberts, USMC

The policy of prevention through denial won't be
enough to cope with the potential of tomorrow’s
proliferators.

—Secretary of Defense Les Aspin

AL THOUGH WE MAY rejoice

at the end of the cold war, a

host of scat tered and dan ger-

ous challenges remain. We

mq must recognize the bedevil-

l.'IY  ing troubles to the United

States that loom ahead: eco-

nomic stagnation; overpopulation; environ-

mental degradation; international crime and

drug trafficking; ethnic, religious, racial, and

nationalistic conflict; terrorism; and the

spread of infectious diseases. Of all the perils

facingustoday, the newestand mostseriousis

the global spread of nuclear, biological, and

chemical (NBC) weapons—commonly called

weapons of mass destruction (WMD)—and
their means of delivery.

This threat poses serious challenges to US
national security interests in this post-cold-
war environment. To meet this challenge suc-
cessfully, we must seek a common approach
with like-minded allies. A key component in
addressingtheevolvingproliferationriskswill
be a collective US/North Atlantic Treaty Or-
ganization (NATO) political and military re-
sponse.
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As detailed here, a number of would-be
proliferators are actively involved in the ac-
quisition of materials and the technology to
develop these weapons. Recent events in the
former Soviet Union make the illicit diver-
sion or theft of weapons and materials ever
more likely. Consequently, after much prod
ding, NATO has embarked on a program to
develop and field capabilities to counter the
growing proliferation threat.

Of all the perils facing us today, the
newest and most serious is the
global spread of nuclear, biological,
and chemical (NBC)
weapons—commonly called weapons
of mass destruction (WMD)—and
their means of delivery.

This article argues, however, that the re-
cently approved program adopted by NATO
is not affordable in full and that a number of
NATO partners are not interested in actively
participating. The reasons include philo-
sophical differences over the defensive na-
ture of the Alliance, counterproliferation ef-
forts being subsumed in larger
defense-cooperation efforts, and strong resis-
tancefromthe publicsectortomatchNATO’s
political rhetoric with the necessary fund-
ing—which must come from diminishing
military budgets. The article further suggests
that NATO, because of these realities, should
scale back its currentprogramandextendthe
time lines for implementation.

There are, however, more modest but no
less effective functional approaches to the
proliferation problem. Three initiatives pro-
posed here focus on intelligence require-
ments, a program of cooperation, and doc-
trine/training—all essential to a successful
collective response to this threat. Perhaps
these proposals will stimulate thought about
realistic, unified approaches to counter this
threat and will encourage useful dialogue on
how both the United States and NATO can

successfully meet the proliferation challenge
within current fiscal and political realities.

Clear and Present Danger:
The Proliferation of Weapons
of Mass Destruction

The paradox of the end of the Cold War is that
there is less threat, but also less peace.

—Manfred Worner
NATO Secretary-General

The threat of WMD proliferation contin-
ues to grow despite long-standing, con-
certed measures to stem the tide.! Prolifera-
tors of these weapons include some of the
largest and smallest, richest and poorest
countries, led by some of the most reaction-
ary and unstable regimes. Although unclas-
sified estimates vary, at least 20 coun-
tries?—nearly half of them in the Mid dle East
and South Asia—already have or may be de-
veloping these weapons.?

The Arms Control and Disarmament
Agency’s annual arms control compliance
reportgivesagloomyassessmentofthecon-
tinuing efforts of would-be proliferators to
acquire these weapons and delivery sys-
tems.* For example, Syria and Iran continue
todevelopbiologicalwarfare (BW)capabili-
ties,® and Libya has demonstrated a well-
publicized capability of developing chemi-
cal weapons in ad ditionto itsattemptto es
tablishabiologicalwarfarecapability.® New
disclosures arise almost daily about Iraq’s
NBC programs.’ That would-be prolifera-
tors continue to see a use for these types of
weapons despite nonproliferation efforts is
illustrated by the recent report that evi-
dently Bosnia is now also producing and
stockpiling chemical weapons.®

Growing evidence indicates that Russia
has failed to fully dismantle its chemical
and biological weapons programs;? and
frighteningly loose controls and lax secu-
rity over Russia’s nuclear weapons and ma-
terials stockpiles have raised serious con-



cerns within the international
community!® Political turmoil and eco-
nomic problems faced by the former Soviet
Unionhaveincreasedthelikelihoodof nu-
clear proliferation, with over two million
pounds of weapons- usable uranium and plu
tonium scattered throughout Russia and the
Newly Independent States. Further, the po-
tential for transnational terrorist groups or
other state ac torsto ac quire “loose nukes” or
the materials to make other NBC weapons is
a frightening reality.**

This “creeping” proliferation is becom-
ingmilitarily moresignifi cant. The fact that
US forces will operate with other NATO or
coalition forces raises questions about the
political and military impact of NBC weap-
ons on Alliance cohesion. For example, in
the event of an NBC threat, it will not be suf
ficient for US forces alone to have adequate
protective equipment. An adversary might
exploitgapsinthe passive-defensecapabili-
ties of coalition partners, thereby under-
miningthecoalitionandposingacute prob-
lems for political leaders and military
commanders alike.

Given the extensive efforts of certain
statesandtransnationalgroupstoacquire
these weap ons, one can make a number of
assumptions about the threat. First, like
our efforts to counter drug smuggling, no
matterhoweffectiveournonproliferation
ef forts may be, we will never achieve com-
plete success. Second, we cannot assume
that our deterrence strategies are credible
or will work.*?2 Third, fixed-site military
installations and urban centers will com-
prise the most attractive targets and will
prove more difficult to defend than de-
ployed combat forces. Unscrupulous
statesmayemploytransnationalterrorists
toexpandmajorregional conflictsbycon-
ductingNBCassaultsagainstUSandal lied
targets elsewhere—especially inside
Europe or the United States. Recognizing
the validity of these and other concerns,
NATO eventually began to develop new
policiesand programstoimproveitsabili-
ties to defend against countries that seek
such weapons.
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NATO Framework for
Response to WMD
Proliferation: A Work in
Progress

We attach the utmost importance to preventing
the proliferation of weapons of mass
destruction

... and, where this has occurred, to reversing it
through diplomatic means. . . . As a defensive
alliance, NATO is addressing the range of
capabilities needed to discourage WMD
proliferation and use. It must also be prepared,
if necessary, to counter this risk and thereby
protect NATO’s population, territory, and
forces.

—NATO Defense Planning
Committee, 8 June 1995

As early as 1991, NATO leaders, by adopt-
ing the NATO strategic concept, recognized
the risks posed by “the proliferation of . . .
weapons of mass destruction and ballistic
missiles capable of reaching the territory of
some member states of the Alliance” and ac-
knowledged that the proliferation of WMD
required special attention by the Alliance!3
NATO recognized that “Alliance security
must also take ac count of the global con text”
of the multifaceted, multidirectional risks to
NATOsecurityand“becapableofresponding
to [WMD proliferation] if stability in Europe
andthesecurity of Alliancemembersaretobe
preserved.”**Nevertheless,initialresponseto
a US proposal of 1993 to undertake a “coun-
terproliferation™s initiative (CPI) similar to
the US undertaking was lukewarm.6

Although some Alliance partners shared
the Clinton administration’s evaluation of
the WMD threat, most did not—and none
have felt the need to respond as strongly as
did the United States. Evidence of this atti-
tude includes (1) disagreements over export
controls on dual-use technologies, (2) the in-
ability of the United States to prevent the sale
of nuclear reactors and other technologies to
Iran, and (3) the debate over how to redress
North Korea’s nuclear” and missile activi-
ties.’® Many Alliance members chafed at US
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effortstoimposepenaltiesagainstdesignated
“rogues.”t®

US counterproliferation efforts have been
addressed and criticized exhaustively else-
where,?® and the Department of Defense

A key component in addressing the

evolving proliferation risks will be a
collective US/North Atlantic Treaty

Organization (NATO) political and
military response.

(DOD) has provided detailed reports on its
program 2! Briefly, the majorobjectivesofthe
USdefensecounterproliferationinitiativeare
to prevent the acquisition of WMD and mis-
sile capabilities, roll back proliferation, deter
the use of WMD, and adapt US mili tary forces
and planning to operate against and defeat a
WMD-armed adversary.?? In 1995 the Joint
Chiefs of Staff adopted a prioritized list of 15
“Areas for Capability Enhancements [toO]
meetthechal lengesposedby WMD prolifera-
tion threats.”? DOD estimates that in fiscal
year 1995 it spent about $1 billion of its
budget to fund uniquely nonprolifera-
tion/counterproliferation applications and
another $3 billion on strongly related pro-
grams.2 It spent about $3.8 billion in fiscal
year 199625 and expects to spend $4.3 billion
forfiscalyear1997 (includingap proxi mately
$2.9 billion for missile defense).2¢ Setting
aside missile defense, these amounts far ex-
ceedcurrentandanticipatedexpendituresby
our NATO partners. As of this writing, NATO
has not projected any estimates for its pro-
posed counterproliferation efforts.
Although key NATO allies expressed mis-
givings over the US counterproliferation ini-
tiative,? growing awareness existed within
NATO that nonproliferation efforts had
failed to prevent proliferators from develop-
ing WMD capabilities.?® In particular, South-
ernFlankmembersbecameincreasinglycon-
cerned over the well-publicized efforts of
some Middle Eastern states at acquiring NBC
weapons and missile capabilities. Subse-

quently, with US prodding, at the North At
lantic Council (NAC) summit of January
1994, the Alliance directed that “work begin
immediately . . . to develop an overall policy
framework to consider how to reinforce on-
going prevention efforts and how to reduce
the proliferation threat and protect against
it.”2°

This marked a new stage in the Alliance’s
growing recognition of the need to expand
NATO’s political and defense efforts against
the proliferation threat. France identified
WMD proliferationasa‘“seriousdangertothe
nation’s vital interests.”3° Great Britain, who,
like France, had interests outside the NATO
arena, also supported measures to allow for
out-of-area responses by Alliance forces
against a potential proliferator but saw less
riskand there fore less need to re spond to such
threats to the United Kingdom (UK).3* Other
NATO members, however,saw lessurgencyin
embarking on an Alliance initiative to coun-
ter proliferation threats.32

Two expert groups were established in ac-
cordance with the decision of the summit of
January 1994. The first group, designated the
Senior Political-Military Group on Prolifera-
tion (SGP), was responsible for consultingon
specific proliferation threats, developing the
broad policy framework for the Alliance ap-
proachtoproliferation,and—onacontinuing
basis—determining how NATO could best
complement ongoing prevention efforts in
other forums. The second group, the Senior
Defence Group on Proliferation (DGP), fo-
cused on the defense aspects of proliferation.
Its task involved identifying the security im-
plications of proliferation for Alliance de-
fense planning,assessingal liedmilitarycapa-
bilities to protect against and discourage
WMD proliferation, and recommending ad-
ditional as-required capabilities.3® The group
was also asked to consider how NATO’s de-
fense posture might complement the Alli-
ance’s prevention efforts.3* A Joint Commit-
tee on Proliferation (JCP) consolidated and
harmonized the work of the two groups.
How ever, since the JCP, chaired by the NATO
deputy secretary-general, meets irregularly,
the real focus of work remained in the DGP.



The SGP quickly drafted an “Alliance Pol-
icy Framework” document that was subse-
quently issued as an agreed statement of
NATO policy during the meeting of foreign
ministersinistanbulinJune 1994. Here, for
the first time, the Alliance endorsed a work
program to address the military capabilities
needed to deter threats or use of WMD.2¢ The
DGP was tasked to (1) conduct a comprehen-
sive assessment of the risks to the Alliance
posed by proliferation, (2) identify arange of
capabilities needed to support NATO’s de-
fense pos ture against WMD, and (3) as sess Al-
liance and national capabilities with the ob-
jective of identifying current efforts to
overcomevulnerabilitiesandrecommending
specific measures to meet existing deficien-
cies.

In a recent article, Ambassador Robert Jo-
seph discussed at length the DGP’s accom-
plishments and findings in fulfilling the first
two tasks?” Essentially, the assessment of
risks, completed in December 1994 3 paral-
lels in most respects US assessments, al-
though because of political sensitivities over
identifying specific regions and countries of
proliferation concern, the report remains
classified. Aswith publicpronouncementsby
the United States,*® the report differentiated
be tween the dif fer ent types of threatsand the
kinds of weapons the Alliance might face.
Subsequently, the Alliance publicly recog-
nized that a number of states on the periph-
ery of the Alliance continue to de velop orare
acquiring the capability to produce WMD
and that these efforts pose a potential
threat.*°

The next report, among other things, ad
dressedtheimplicationsofNBCproliferation
for NATO defense planning and identified a
range ofcapabilitiesneeded by the Alliance.**
These findings emphasized the need for the
Alliancetopossessa*“core” setofcapabilities,
such as

¢ strategic and operational intelligence, in-
cluding early-warning data;

* communications to provide automated and
deployable command and control;
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¢ thecapabilitytolocateandtrackmobiletar-
gets continuously by wide-area ground sur-
veillance;

¢ capabilitiesforthedetection,identification,
andwarn ing of chemi cal and bio logi cal haz
ards;

¢ protection for deployed forces against the
threatfrommannedair craft, tactical bal listic
(theater ballistic missile defense) and cruise
missiles;

* individual protective equipment for de-
ployed forces against biological and chemi-
cal agents;

¢ computer modeling and simulation;

* specialized capabilities to attack NBC tar-
gets, to include special munitions for NBC-
agentdefeatand hardened NBCtar gets;and

¢ collective protection equipment and decon-
tamination facilities.*?

The identification of these needed capa-
bilities tracks with the CPI of the United
States.*®* The report further stressed the need
tointegratethese corecapabilitiessinceamix
ofcapabilitieswouldprovidethefirmestbasis
for deterring or protecting against prolifera-
tion risks.+

The third and final DGPreportidentified
deficiencies or shortfalls in Alliance mili-
tary capabilities; identified requirements
for embedding proliferation con cernsin Al
liance and national policy, doctrine, plan-
ning,training,andexercising;examinedar-
eas for improvement and cooperation; and
established a work plan to address identi-
fied shortfalls. The NAC subsequently en-
dorsed the DGP recommendations for im-
provementstoAlliancemilitarycapabilities
as well as the pro gram of work and time line
set forth in the report.*® A key shift in focus
occurred, however, at the meeting of 13
June 1996 in Brussels, when the defense
ministers emphasized that, in view of NA-
TO’s new (non-Article 5) missions,*¢ they
would place greater emphasis and a higher
priority on the protection of deployed
forces rather than homeland defense.*’

The report accomplished several things.
First, it identified a number of capability
shortfalls. Theshortfallsand needed capabili-
tiesparal lelinlargeextentthoseidentified by
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the report of the US Counterproliferation
Program Review Committee (CPRC)*® and
those previously discussed?® Second, it pri-
oritizedtherequire mentsofde fensesystems.
Finally, it recommended that NATO institu-
tionalize the assessment process in the Alli-
ance’s future defense planning efforts. The
report prioritized the shortfalls into three
“tiers.” Tieroneincludesthose “core, integra-
tive capabilities” discussed in the second re-
port3° Shortfalls were identified in each of
the needed capabilities, and the first 23 of 39

The potential for transnational
terrorist groups or other state actors
to acquire “loose nukes” or the
materials to make other NBC
weapons is a frightening reality.

“action plans” were developed to address
tier-one shortfalls.

Tier two includes those military capabili-
ties that—when com bined with the core, in te-
grativecapabilities—wouldcontributesignifi-
cantly to Alliance political aims and
operational objectives, as well as respond to
existing conditions and expected near-term
trends. These capabilities include

¢ computer modeling and simulation;

* layereddefenseagainsttactical ballisticmis-
siles for deployed forces;

* unmanned aerial vehicles, unattended
ground sensors, and land-sensor vehicles;

* medical countermeasures;

* deep strike and interdiction;

* deep-penetrating munitions;

* special munitionsfordefeatingchemical or
biological agents;

* collective protection against chemical/bio-
logical agents; and

* personal and site decontamination.>?

The rest of the action plans were designed to
address shortfalls identified in these areas.5?
Finally, tier-three capabilities are those iden-
tified as important but not essential at the

present time in addressingproliferation risks;
consequently, they were not considered.

The DGP recommended pursuit of a time-
phased approach for implementing the rec-
ommended capability improvements. Near-
term (undefined but probably no later than
2002—the current five-year planning period)*
efforts include implementation of an initial
program of work (identified in 39 action plans
contained in the report) by the end of 1997.
The DGP recognized that, given the normal
two-yearplanningcycle, itwasnotpossibleto
include the shortfalls in the force proposals
for 1996, although it did recognize that exist-
ing force goals already addressed some of the
capabilities.

Consequently, the DGP proposed the ini-
tiation of “catch-up” force pro posalsasanex-
tension of the Force Goals process of 1996.54
It suggested the utilization of common fund-
ing or procurement and recommended the
initiation of additional force proposals to
meet described shortfalls, including revision
of existing force goals, where necessary, to
sup plementtheal readyap proved Force Goals
package.>> The DGP recognized, however,
thatfurtherweighingand prioritizationofca-
pability improvements would need to occur
in the context of NATO’s overall require-
ments.

The DGPrecommended (andtheministers
approved) that these revised goals focus on
theprotectionofdeployingout-of-areaforces
through both defensive and responsive capa-
bilities.>¢ Based on the approved DGP recom-
mendations, the NATO military authorities
and military staff reviewed existing force
goals and drafted an action plan to addressall
required capabilities, both short- and long-
term.5” A number of NATO and Supreme
Headquarters Allied Powers Europe (SHAPE)
staff members emphasized that near-term
counterproliferation efforts would focus on
enhancing or creating capabilities for large
formations of deployable NATO forces. The
latter included a combined (several coun-
tries) joint (several services) task force
(CJTF)*® or the Allied Command Europe
(ACE) Rapid Reaction Corps (ARRC),* operat-
ing in a WMD environment but not enhanc-



ingacurrentdefensivecapability.s® Although
staffers clearly recognized the long-term pro-
liferation threat, such as ballistic missile de-
velopments by proliferant countries, they
considered current progress in developing
defensive capabilities sufficient.®?

At its meetingin De cem ber 1996, the NAC
endorsed the new and revised force goals,®?
but a number of hurdles remained—not the
least of which was an unwillingness by many
NATO members, for political and economic
reasons, to fully accede to the anticipated
costs of this ambitious program. The Alliance
would need to commit resources in a period
ofdecliningmilitary budg etsto meet the pro-
liferationchallenges. Thequestionis, Will Al-
liance members be willing to devote neces-
sary resourcesinatime of shrinking budg ets?
More than likely, the proposed full program
and timetables, though laudable, will not be
met.

The Budgetary Dilemma and
Other Obstacles

No matter what they’re telling ya, they ain’t telling
the whole truth; and no matter what they’re
talking about, they’re talking about money!

—Western American aphorism

A number of obstacles stand in the way of
full implementation of this program. The
firstis primarily con cep tual—thatis, what the
Alliance thinks about the security implica-
tions of proliferationanddeterrence. Indeed,
one critical factor remains how Alliance po-
litical leaders truly perceive the threat—spe-
cifically, whether they see NBC and missile
proliferation as representing a fundamental
change in their individual and collective se-
curityenvironment.Perhapsthe DGP’sgreat-
est accomplishment has been NATO’s accep-
tance that proliferation has the potential to
profoundly affect the Alliance’s security and
its ability to act in regions beyond its bor-
ders.63

Ontheotherhand, the national lead er ship
andthepublicinseveral keyal lied nationsdo
not see WMD proliferation as a significant
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threat—certainly not to the degree so vividly
and dramatically reflected in President Clin-
ton’s declaration of a national emergency.%*
Interestingly, except in the context of NATO
antiproliferationefforts, none of the other Al-

The Alliance would need to commit
resources in a period of declining
military budgets to meet the
proliferation challenges.

liance members have expressly addressed or
claimed that proliferation is a high national
priority. When asked, United Kingdom, Ger-
man, French, Dutch, Italian, and other allied
defense officials admitted that both their
publics and their parliaments perceived the
threat as small and would not support in-
creasingdefensebudgets.®>Al though the DGP
didanad mirableandthoroughjobofranking
the types of threats and developing action
planstoad dressshortfalls, it was not tasked to
address the question (nor probably should it
have been) of where within a hierarchical or-
der of national or Alliance security interests
counterproliferation should fall. NATO pro-
nounce mentsto the contrary, formost par lia-
ments looking to save scarce fiscal resources,
the answer lies not very far up on the list.

An arguably insurmountable hurdle is the
presentfiscallyconstrainedenvironmentthat
has already resulted in declining military
budgets for virtually every Alliance member.
Indeed, at the NAC ministerial meeting of
June 1996, foreign ministers recognized that
significant force reductions and lower readi-
ness levels have occurred as a result, at least
partly, of perceptions of an end-of-the-cold-
war dividend.%

Unfortunately, with its CPI goal of elimi-
nating perceived vulnerabilities, the United
States appears to be unilaterally working on
all shortfall ar eas, even though the al lies have
similar programs. One DOD official even in-
dicated, notwithstanding prior political pro-
nounce ments, that the United States is not in-
terested in burden sharing when it comes to
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addressing proliferation concerns.’” Al-
though probably overstated, such a remark
doesreflectthefactthatcooperativeefforts, if
any, are more orientedtowardssharinginfor-
mation, addressing interoperability con-
cerns, and standardizing equipment and sys-
tems,thantowardsestablishingcollaborative
effortsorsupportingaparticularlypromising
national acquisition program over other
similar, but less promising, programs.

Further, shrinking or stagnant defense
budgets will make it difficult to support new
initiatives. Cuts in nonmilitary spending
have al ready spawned a number of pro testsin
Europe, and no government is willing to risk
politicalimmolationbysacrificingsocial pro-
grams to meet unspecified future threats. Al
ternatively, cutting military spending is rela-
tively safe politically because of a perceived
absence of threat and a pervasive ambiva-
lence about any separation of European and
American defense interests. As one senior
French defense official said, “It is true that
you have some countries in Europe that are
completely relying on American protection
and have abandoned any idea of their own
defense. They have paper headquarters and
paper armies.’®8

NATO-Europe has collectively seen its de-
fenseex pendituresshrink from 3.6 per cent of
the gross national prod uctto 2.3 per cent. Key
allies are slashing their budg ets in such away
as to make any new initiatives problematic.
The French military procurement budget of
1996 had already been slashed by $5 billion,
and France has been forced to back out of a
number of joint procurement projects. For
example, in April 1997 France announced its
withdrawal fromjointdevel op ment(withthe
United States, Germany, and Italy) of a me-
dium extended air de fense system (MEADS)®°
and initially refused to provide financial
backing for the European Future Large Air-
craft (FLA), a long-distance transport plane
designed to include NBC protection equip-
ment.”°Ironi cally, one of the big gest sup port
ers of NATO’s counterproliferation efforts
has already been unable to support two key
programs.’t

Germany is also dramatically cutting back
its mili tary, and the Ger man pub lic hasno in-
terest in spending more on defense.”2 As one
German staff officer noted, “There is no na-
tionwide interest in spending more on de
fending against proliferation risks. It is just
the opposite.” ® The United Kingdom is pro-
jecting zero budget growth with modest re-
ductions in personnel and, in terms of the
General Defense Plan, an actual slight de-
crease in defense spending from 3.1 percent
to 2.7 percent by 1998-99.74 Other Alliance
members are suffering from similar or even
harsher defense budget cuts.”s

According to NATO officials, by approving
the DGP report, several defense ministers
made it clear that they were by no means sign-
ing up or agreeing to fund the proposed ac-
tion plans when the costs are fully assessed.
That, of course, will have to await the out-
come of the catch-up Force Goals process.
Whateverthemeritsofacounterproliferation
program within NATO, one can certainly
make the case that NATO enlargement and
not proliferation concerns will take center
stage politically and demand the most for re-
prioritizing already scarce budgetary re-
sources.” A recent RAND study estimatesthat
$20to $70bil lionwould bere quired of the 16
current members over a 10- to 15-year period
for three new members,”” with the total cost
of NATO expansion projected between $61
and $125 billion.”®

In the face of these competing interests, it
is no wonder that Alliance members have
been less than enthusiastic. OneDOD official
argued that the DGP is not assuming any in-
crease in defense budgets but is looking for a
reallocation of resources.”® Yet, while one
might argue that agreeing to amended 1996
Force Goals simply means realigning budget
priorities, surely adding new force proposals
means increasing budgets, giving up other
programs, or making reductions in other ar-
eas that Alliance members are not likely to
make—at least not without painful trade-offs.
Discussions with NATO and SHAPE staff
members and national military representa-
tives to NATO headquarters indicated not
only that sup port for DGP ac tion planswould



require increased spending but also that
agreementtodosowouldremainun likely.8°

Surmounting the Cold Reality
of Constrained Resources:
Proposals for a Realistic
Counterproliferation Program

There are, however, alternatives worth
pursu ing thatwould give NATO an en hanced
antiproliferationcapabilitywithoutbreaking
the bank—politically as well as economically.
Although the work of the DGP was compre-
hensive, it is—in the current political and fis-
cal climate—overly ambitious, too expensive,
andthereforeunrealistic. Thoseongoingpro-
grams—already funded and validated for rea-
sons other than the proliferation threat—ob-
viously should pro ceed. But for the near term
(within the next five years), a more achiev-
able (and supportable) program should en-
compass three core initiatives: (1) collabora-
tiveintelligencesharingthroughthecreation
of aNATO ProliferationRiskIntelligenceand
Analysis Center, (2) firm commitment to
truly cooperative and collaborative efforts
and sup portofcommon fundingand bur den
sharing,and(3) reorientationofdoctrineand
creationofrealistictrainingandexercisesfor
adapting selectiveforcestooperate inout- of-
area WMD environments.

Intelligence Sharing

We need to stop WMD attacks before they
occur—intelligence is the key.

—CPRC Report

The DGP report recommended the develop-
mentofacommon, central ized database con-
taining comprehensive information on
WMD proliferation and proliferators. Al-
though sound and worthwhile, the recom-
mendation does not go far enough. NATO
needs a NATO-controlled, centrally located,
commonlyfunded,andpoliticallysupported
intelligenceandanalysiscenter. Thegoal isto
provide NATO policy makers with a fully in-
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tegrated intelligence center that supports ef-
forts to prevent the acquisition of WMD, roll
back existing WMD programs and capabili-
ties, deter the use of these weapons against
NATO security interests, and assist in the ad-
aptation of NATO military forces to respond
to the threat.

NATO has no independent intelligence-
gathering function or capacity of its own; in-
stead, it collates and disseminates intelli-
gence provided by national authorities.8?
Clearly, this procedure is inadequate. The US
Central Intelligence Agency (ClA) hasal ready
formed a nonproliferation center to help fo-
cus, among other things, US development
and acquisition of needed technologies and
systems. The United States should take the
lead in buildingasimi larly fo cused and fused
NATO Proliferation Risk Intelligence and
AnalysisCentertosupportNATOresponsesto
proliferation threats. Such a center would re-
ceive largely unfil tered, raw datafrom numer-
ous, di verse sources foranaly sis by ananalyti-
cal support team culled from the very best
intelligence analysts from all NATO nations.

The United States hasal ready shared bal lis-
tic missile early-warninginformation with its
NATO allies in conjunction with the develop-
ment of a theater missile defense (TMD).82
There is no reason to assume that—with an ef-
fort reflective of the same patience, compro-
mise,andingenuitydisplayedduringthecold
war—the United States could not share other
intelligence data. One example is the un-
precedented way in which intelligence is be-
ing shared and new commercially based
data-dissemination technologies are being
exploited during the peacekeeping opera-
tions in Bosnia.

The creation of such a center would have
several advantages. First, it would be a NATO
insteadofanationalintelligence productand
thus would have more credibility, even if the
primaryassetsusedincollectingtheinforma-
tion were largely American. Second, more in-
formation would be available to clear up any
lingering doubts about proliferation riskss3
Third, Alliance members could use the center
tocollectandanalyzeallinformationfromall
sources (diplomatic, military, economic, and
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law enforcement) that are currently, for the
most part, responding independently to the
threat. Law enforcement agencies, for exam-
ple, have already established procedures for
sharing information, and that information
could be shared with NATO military authori-
ties.

Fourth, data from international organiza-
tionssuchasthelnternational AtomicEnergy
Agency (IAEA), which tracks and analyzes
cases of nuclear smuggling,®* could be made
available. Information gleaned from meet-
ings on the export control regime—the Aus-
tralia (chemical and biological) and Nuclear
Sup pliers Group consti tute the two prime ex-
am ples—would also be fun neled into the cen-
ter. Intelligence products generated by the
center could be used by other national agen-
cies (e.g., customs agencies) to help them in
their nonproliferation efforts.

There are other advantages as well. A
NATO intelligence cen ter with its own as sess-
ment capability could relieve political pres-
sure on countries such as France and Ger-
many to field their own independent
satellite-collection program. They could can-
cel the problematic Helios 2 and Horus satel-
lite programs and save billions of dollars.®
Imagery from American satellites would be
analyzed by French, German, and other im-
agery special ists,and es ti mateswould be pre-
sented as Alliance—not US—work products.
Collaborative efforts in developing the cen-
ter’s collection capabilities could lead to
transatlantic cooperationonseveralinforma-
tionsystems,includingUS-Europeanpartner-
ing on future satellites. Partnering in the de-
velopmentofsuchsatel litesmightoffermore
af ford able choices on both sides of the At lan
tic. Certainly, any initial costs incurred by
creation ofthe cen ter will be more than off set
by these savings.

Cooperative and Collaborative Efforts

The arrangements which the nations of the free
world have made for collective defense and mutual
help are based on the recognition that the concept
of national self-sufficiency is now out of date. The
countries of the free world are interdependent and
only in genuine partnership, by combining their

resources and sharing tasks in many fields, can
progress and safety be found.

—US and UK Declaration of Common Purpose,
1957

NATO hascre ated the JCP (which in cludes the
DGP) to establish a framework for de fense ac-
tivitiesrelatedtoproliferation, buttruecoop-
erative efforts in the full panoply of needed
capabilities is lagging. With the possible ex-
ceptionofballisticmissiledefense,2¢ little has
been done to create a fully cooperative effort
in improving counterproliferation capabili-
ties. As argued here, shrinking defense bud-
getsmakeitpoliticallyunrealisticforAlliance
members to independently pursue the neces-
sary capabilities to combat or defend against
WMD proliferation. In view of the high cost
of full implementation of many of the DGP’s
action plans, cooperative and collaborative
ventures are both inevitable and necessary.

Cooperative programsare not new. One of
the original purposes of the DGP was to as-
similate or at least coordinate with other
groups within NATO that were working on
programs related to the counterproliferation
effortand redirectthe fo cus of these groupsto
the approved work plan. A number of groups
have a related, complementary role within
NATO. These include, but are by no means
limited to, the NATO Air Defense Committee
(NADC), taskedwithassessingthe conceptual
and operational aspects of extended air de-
fense and ballistic missile defense$’ the Con-
ference of National Armaments Directors
(CNAD), a defense research group studying
command, control,andcommunicationssys-
tems; and the NATO Industrial Advisory
Study Group (NIAG), which studies various
technologies, concepts, and cooperative pro-
grams.s8

NATO clearly needs to create a group
whosesole purposeistooverseecol laborative
efforts in the full range of counterprolifera-
tion technology applications. This “new” or-
ganizationorgroup couldsimplybeareener-
gized CNAD with more authority and a clear
political mandate to push for cooperative
programs. It could also be a NATO-minus
group, organized only with key nations that



have significant armaments industries, hav-
ing the sole purpose of focusing on NATO
military interdependence by providing in-
centives for successful armaments and col-
laboration on research and development
(R&D).

Another possibility is that the SGP could
assume this responsibility. In that regard, a
program worth emulating is the Technical
CooperationProgram (TCP)—along-standing
program for collaborative efforts among the
United States, United Kingdom, Australia,
Canada, and New Zealand. The TCP takes as
its premise the idea that no nation possesses
thetotalresourcesandingenuitynecessaryto
provide for its own defense R&D needs. The
object of the program is straightforward; it
provides

a means of acquainting the participating
nations with each other’s defense research and
development programs so that each national
program may be adjusted and planned in
cognizance of the efforts of the other nations.
This process . . . avoids unnecessary duplica-
tion, promotes concerted action and joint
research . . . and provides each nation with the
best technical information available for advice
to their governments on matters related to
defense research and development8°®

Although the TCP has no funding, it has
been successful because of a recognition of
mutual defense requirements and the will-
ingness of the subgroups to collaborate in
joint research activities through consulta-
tion, collectivedecisions,andformulationof
recommendations for operation require-
ments.

Obviously, NATOmemberscooperateona
variety of projects and programs. Although
cooperative R&D programs do go on within
NATO (TMD being the most obvious),*® no
organized structure similar to the TCP cur-
rently exists to oversee and help generate co-
operative, collaborative programs. Creating
such a TCP- like pro gramwould prove aforce-
ful tool in prodding and pushing Alliance
mem bersintomore productiveandeconomi-
cal collaborative efforts. This not only would
strengthen the counterproliferation effort as
a whole but also would strengthen the politi-
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calwillofthe Al liancetoworktogether. Fiscal
reality is already forcingAlliancemembersto
cooperate on testing and evaluation of weap-
onssystems.®* Nationaldefenseindustriesare
also in the painfully slow but inevitable pro-
cess of merging to create efficiencies.®? A
structured program similar to the TCP would
enhance NATO’s prospects for developing
needed capabilities at affordable costs in an
environment of maximum cooperation.

Cooperative efforts should not be re-
stricted to R&D alone, of course. Recently,
DOD formed “International Cooperative Op-
portunity Groups” to identify “programs for
international cooperation in the areas of ma-
jor systems, science and technology and ad
vanced concept technology demonstrations
(ACTD’s).” Yet, support for such programs
within DOD is not widespread, and coopera-
tivearmamentsprojectsremainthesubjectof
widespread mistrust on both sides of the At
lantic.Nevertheless, the inevitabilityofcoali-
tion warfare, coupled with declining defense
acquisition budgets, makes cross-border
defense-procurement agreements a political
and economic imperative.

Essentially, NATO has three options for
funding and fielding any part of the ambi-
tious DGP program. One entails NATO’s ask-
ing members to procure necessary systems to
meet the identified shortfalls. Clearly, some
nationswill notbe able to af ford or will be po-
litically unable to purchase expensive sys-
tems for reasons described earlier. Another
optioncallsfornationstoshareinpurchasing
systemstomeetthecapabilityshortfallsiden-
tified by the DGP. Not everyone participates,
but costs are shared by those who do. One ex-
ample is MEADS, initially a project under-
taken jointly by France, Germany, Italy, and
the United States. When France dropped out
for budgetary reasons, the other three coun-
tries were able to launch the programafterre-
structuring it and slightly increasing the per-
centage in the sharing of costs, hoping that
France would eventually be able to return.®*

The third option—the one endorsed
here—is common funding, which entails
members contributing funds for NATO to
ownaparticularsystemorassetoutright. This
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tooisnotuncommon.Forcertaincapabilities
such as ground surveillance—something
needed at all levels within the spectrum of
conflict®®—commonownershipisthe mostat-
tractive, politically and economically. Hav-
ing each country agree to support pro rata
WMD response capabilities will strengthen
the commitment of all members to the pro-
gram and lower the cost for everyone—espe-
ciallythose partnerswho have com mittedthe
most (and who have the most to lose) to re-
spond to the threat*®* Common funding and
ownership would make the sale more palat-
able to civilian populations of NATO coun-
tries, and experience suggests that it would
accelerate standardization and interoperabil-
ity ¥’

Doctrine and Training

Si vis pacem, para bellum. (If you want peace,
prepare for war.)

—Roman lesson of war

Commanders must now begin to prepare for
the possibility of having to fight in regional
out-of-areaoperationsthatwill likelyinvolve
the use of WMD. Consequently, the NAC
should direct that the international military
staff, in conjunction with the major NATO
commands, begin the development of realis-
tic training situations for individuals and
units, down to the lowest levels of training
and indoctrination. Doctrine publications
should be reviewed and revised (or new ones
added) to include material about warfare in
WMD environments. All combined exercises
should include WMD events. The silence of
currentstandardexercisesce nariosonthisis-
sue®® is not a realistic approach for the area
(the Middle East) primarily identified for
out-of-area deployments.

The United States should take the lead in
initiatingcombinedWMDproliferationexer-
cises within NATO. Recently, the Clinton ad-
ministration proposed spending up to $23
million to conduct realistic exercises involv-
ing a nuclear terrorist incident.®® Such exer-
cises will lead to the development of proce-
dures for responding to proliferation

contingencies,suchascom patiblerulesofen-
gagement (ROE), and help build political
awareness of the importance of planning,
training,andequip ping NATO forcesto oper-
ate in WMD environments. This will require
the US military not only to accept the reality
offightinginaWMD environ mentbutalsoto
plan, train, and equip for fighting such awar.
Asoneex pert noted, military plan nerstendto
discount the value that NBC weapons may
have to potential proliferators because, after
the cold war, they have much less value to the
United States. 1%

Going hand in hand with developing doc-
trine and training is the question of what
forceswould be com mitted tosuchsituations
and at what cost—politically as well as eco-
nomically. All-member participation in a
WMD risk environment is problematic be-
cause all countries have not invested in the
capability (e.g., BW vaccines, adequate pro-
tective clothing, etc.). Rather, Alliance mem-
bers would choose to participate in NATO
counterproliferation efforts a la carte rather
than accept the full political and military
menu, based both on per ceptionsof predomi-
nantlynational versusAllianceinterestsanda
desire to limit their roles and responsibilities
in new and costly NATO programs.1ot

Nations that have not made up-front in-
vestments in these capabilities will have pre-
empted themselves from direct participation.
The reasons are clear. In any out-of-area mis-
sion, all deployed forces are potential WMD
targets, whether they are logistical-supportor
combat forces. Consequently, designating
forces for out-of-area missions and funding
their training and equipment becomes more
fiscally (and politically) supportable. If a
member nation chooses not to participate di-
rectly, it would still be obligated to provide
political and pro rata financial support. The
ideal solution, however, calls for a dedicated
forceal ready des ig nated and trained for these
types of missions. Further, nations that al-
ready have such commitments or that have
contributedordesignatedforcestocombined
NATO com mands (e.g., the CJTFor ARRC, dis-
cussed above) should focus their efforts on



training and equipping only those forces for
fighting in WMD environments.

One way to ensure their participation is to
have the United States fund the training and
necessaryequip mentforforcesdesignatedto
the combined-force command. Once the
United States has developed and fielded the
capability, it would be warehoused for allied
use. Doing this would prove cheaper and po-
litically more attractive than either going it
alone or providing additional forces to make
up for those that could not participate for
lack of such training or equipment.

Conclusion: The Way Ahead

Everything in strategy is very simple, but that does
not mean that everything is very easy.

—Carl von Clausewitz

NATO has embarked on a program that
will fulfill itsstrat egy for de feating the forces
of proliferation, but the current program is
overlyambitiousandthereforeunrealistic.As
argued here, more realistic options exist in
terms of cost and political supportability.
Those initiatives focus primarily on intelli-
gence (the first line of defense against prolif-
eration); collaborationandtruecooperation;
and identifying, training, and equipping
quantifiable but limited forces, based on the
fiscal realities of funding expensive counter-
proliferation programs.

The DGP and its efforts represent a signifi-
cant milestone in achieving political consen-
susonpro liferationrisksandastrategy forre-
sponse. The Alliance, finally matching its
political rhetoric, made a good start towards
the development of adequate capabilities to
respond to potential adversaries. It has given
greater im petustoanumberof NATO’songo-
ing initiatives, such as developing an effec-
tive airborne ground surveillance and TMD;
it has served as a usefulvehicleforsensitizing
members to the deadly potential of WMD,
particularlybiologicalweapons;andithases-
tablished a prioritized list by which the Alli-
ance can make allocation or reallocation de-
cisions.10?
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Unfortunately, mustering the fiscal means
and sustaining the necessary political will to
take the actions proposed are unlikely in the
present fiscal and political climate. The DGP
program is a good one, and in a world that
sees the proliferant threat as a world emer-
gency, it would have greater public support
and chances of success. Building a combined
approach to the problem, however, will ne-
cessitate more modest programs in which the
United States will have to continue its lead
role. This will require mustering the required
political support, sharing intelligence assets,
and undertaking truly cooperative and col-
laborative R&D efforts.

The initiatives suggested here would serve
as the basis for all future cooperative efforts
and would provide the solid political founda-
tion necessary for a successful counterprolif-
eration program. First, creation of the pro-
posed Proliferation Risk Intelligence and
Analysis Center would serve as a catalyst for
achieving the information dominance neces-
sary for successfully meeting this challenge.
An integrated intelligence center would pro-
vide multisourced information unencum-
beredbythepolitical baggageassociatedwith
single-source information and analysis.

Second, a fully cooperative and collabora
tive program of R&D and a program for the
acquisitionofequipmentnecessarytodefend
against and respond to proliferation risks
must be initiated. The TCP model is a good
one. Achieving efficiencies and lowering
costsarguestrongly formorecol laborativeef-
forts, even though other concerns (such as
currentargumentsoverthefutureofnational
defense industries) would make this conten-
tious.

Finally, because not all Alliance members
are or will be able to produce the necessary
forces, either now or in the future, forces
within NATO must be identified, trained,and
equipped for operations in potential WMD
environments. Creating and training such a
force cannot be limited to reactive measures.
Given the potential for irrationality on the
part of many of today’s potential prolifera-
tors, itwould be fool ish to stand idly by while
one’s enemy delivers a fatal blow, all the
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while holding firm to the false belief that
overwhelming counterforces are a sufficient
deterrent.t® NATO must develop the capabil-
ity to fight with credible, combat-capable,
rapidly deployable war-fighting forces that
have the wherewithal and confidence to op-
erate in a potential WMD environment. That
is the only feasible route towards ending the
gaps in our ability to respond to and counter
any future proliferation concerns.04

Success depends on NATO’s preparedness
to deal with proliferation threats and
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